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[bookmark: _User_Responsibilities][bookmark: _Information_Security][bookmark: _Toc506818789]Advice for state schools on acceptable use of ICT services, facilities and devices
This advice supports the Use of ICT services, facilities and devices procedure and Use of mobile devices procedure. It provides Department of Education’s (the department) state schools guidance on acceptable use of Information and Communication Technology (ICT) services, facilities and devices, whether departmentally-owned or privately-owned. This advice excludes State Delivered Kindergartens (SDK) see SDK’s Safe use of digital technologies and online environments policy (DoE employees only).
It is intended for principals, school employees and volunteers. Parents & Citizens (P&C) members paid by the school are considered school employees. Volunteers may not always, depending on the conditions of engagement, be considered employees but should still follow this advice. 
This advice provides the following information:
General advice on managing ICT use: considerations and controls for student access to the department’s network, and initial guidance regarding the use of generative AI (genAI) and esports. 
Privately-owned mobile devices: controls needed when allowing privately-owned mobile devices to connect and use school or departmental ICT systems and applications.
Community access: ICT considerations when managing community activities within a school environment.
Contact information.
This advice also includes the following appendices:
Appendix A – School ICT responsible use template: a template to help schools create a local ICT responsible use policy (or include it in their Student Code of Conduct) setting out expected behaviours and responsibilities for students and parents/carers.
Appendix B – Use case scenarios, considerations and risk assessment for community use: examples of community use of school ICT services, facilities and devices, with related risks, mitigations and sample hire agreement clauses. It is designed to support schools when completing the Community user risk assessment and hire agreement.
Appendix C – School requesting to provide a community service: examples of schools proactively offering their ICT services, facilities and devices to the community with related considerations, risks, mitigations and sample hire agreement clauses. It is designed to help schools with evaluating risks and completing a Community user risk assessment and hire agreement.
[bookmark: _General_advice_on][bookmark: _Toc207712293][bookmark: _Hlk207793531]

[bookmark: _General_advice_on_1]General advice on managing ICT use
Principals must ensure their school has a local policy on the acceptable and legal use of the department’s ICT services, facilities and devices consistent with the Use of ICT services, facilities and devices procedure and Information security procedure.
Employees must maintain an awareness of and follow departmental processes to report potential security breaches and to discontinue access to harmful or inappropriate information encountered when using ICT systems (for example, internet, email, wearable devices or genAI). Any privacy data breaches that occur when using ICT systems must be reported to the department’s Privacy team in accordance with the Privacy data breach and complaints procedure.
Students must always follow the requirements of their school’s Student Code of Conduct and any school-specific rules when using the department’s ICT services, facilities and devices. Schools may use the School ICT responsible use template (Appendix A) or include appropriate sections within their school’s Student Code of Conduct. The template outlines responsibilities and expected behaviours associated with accessing the department’s ICT services, facilities and devices. 
Schools that are implementing or have implemented a student ICT device program including BYOx (DoE employee only) need to ensure steps have been taken to provide a safe and effective learning environment for students while meeting the department's security requirements.
Further advice on security requirements is available on the Cyber security (DoE employees only) OnePortal page, the Australian cyber security centre (ACSC) website and the Australian Mobile Telecommunications Association. 
[bookmark: _Department/school_provisioned_ICT][bookmark: _Toc207712294][bookmark: _Hlk207793442]Department/school provisioned ICT services for student learning
The department enables contemporary teaching and learning by providing schools with secure access to essential ICT services and devices, including the intranet and internet, email and network services such as printers, display units and interactive whiteboards.  
All departmentally-owned school mobile devices, such as smartphones and tablets, must use Microsoft Intune or another mobile device management (MDM) platform in accordance with the Use of mobile devices procedure, excluding managed operating environment (MOE) laptops, for their mobile device management. This allows secure access to the IT network, school email and mobile learning applications. 
Student use of departmental ICT services
Schools that allow students to connect to the department's ICT network must develop local processes that assess and manage security risks. Risk assessments must be undertaken when required under the Use of ICT services, facilities and devices procedure and Information security procedure to ensure that such provisions are assessed against the department's security requirements. 
Schools must ensure that students and their parents/carers are provided with the information and support to help them meet departmental requirements. These requirements can be included in the school’s Student Code of Conduct or adopted directly from the School ICT responsible use template (Appendix A). 
Students and parents/carers should be aware that:
despite internal departmental controls, filtering and monitoring, illegal, dangerous or offensive information may be intentionally and unintentionally accessed or displayed 
school provided devices may allow access to home or other external internet services that do not include departmental filtering and controls. 
Use of generative artificial intelligence (genAI) in schools
The department’s Generative artificial intelligence in schools (DoE employees only) OnePortal page and Generative artificial intelligence (AI) in Queensland state schools page provides initial guidance to schools looking to integrate genAI into their learning programs. This guidance is based on the Australian Government’s Australian Framework for Generative Artificial Intelligence in Schools which is designed to guide the safe, ethical and responsible use of genAI in schools.
Esports in Queensland state schools
For the most up-to-date information and resources regarding esports see the Esports in Queensland state schools (DoE employees only) OnePortal page.
[bookmark: _Privately-owned_mobile_devices][bookmark: _Toc207712295]Social media
Principals are also responsible for monitoring websites and social media created for the purposes of school groups and activities, such as Parents and Citizens' associations and sporting groups, to ensure users maintain appropriate privacy and respectful interactions. For further guidance refer to the Social media for school and departmental promotion procedure or the Queensland Government's Principles for the use of social media networks and emerging technologies.

[bookmark: _Privately-owned_mobile_devices_1]Privately-owned mobile devices
The department recognises that access to privately-owned mobile devices can be necessary for the effective running of schools. These devices may include mobile phones, laptops, tablets, e-readers, recording devices, cameras, smartwatches, other wearable devices and portable storage devices like SD cards and USB drives. 
Principals may restrict or prohibit the use of privately-owned mobile devices to protect network integrity and maintain a safe working and learning environment for all network users in accordance with the Use of mobile devices procedure. Any departmental data stored on, or accessed from, privately-owned devices must be managed in accordance with the Records management procedure, Privacy data breach and complaints procedure and Information security procedure.
[bookmark: _School_employees’_privately-owned][bookmark: _Toc207712296][bookmark: _Hlk207793752]School employees’ privately-owned mobile devices
[bookmark: _Student’s_privately-owned_mobile][bookmark: _Toc207712297]Principals can allow employees to use privately-owned mobile devices for work purposes. This may include using a department-provided voice or data SIM with their privately-owned device, where appropriate. Employees must follow the ‘Employee’s use of their privately-owned mobile devices (excluding SDK) within the department’ section of the Use of mobile devices procedure when accessing departmental information, applications or services on their privately-owned device. When using a department SIM, employees must also follow the Departmental mobile devices and services - Conditions of use.
Students’ privately-owned mobile devices
Schools that permit students to connect privately-owned devices to the department's network must establish local processes to ensure compliance with the department's security requirements. Internet access for students must be only provided through services supported by the department. 
For information on the management of students’ privately-owned mobile devices refer to the Use of mobile devices procedure.
[bookmark: _Toc207712298]Away for the day
Students must keep privately-owned mobile devices switched off and ‘away for the day’ during school hours except for privately-owned laptops or tablets that are approved for learning or are otherwise exempted under the school’s local process. Refer to the Student use of mobile devices procedure.
[bookmark: _Community_access_to_1][bookmark: _Toc207712300]

[bookmark: _Community_access_to_2][bookmark: _Community_access_to]Community access to state school ICT services, facilities and devices
The department encourages schools to provide their communities with access to government funded ICT services, facilities and devices, where such access does not interfere with the normal operation of the school or risk compromising the security of the department’s network or personal and sensitive information. By providing access to the school's ICT services, facilities and devices, the department, through its schools, is building partnerships that will support the learning needs of communities, and improve their ability to participate in future economic, social and educational opportunities.
This section provides guidance for schools that wish to provide their community with access to the school’s ICT services, facilities and devices. For the purpose of this document, community use involves the use of existing state school ICT services, facilities and devices. It does not cover elements related to schools operating as Registered Training Organisations.
This advice must be used in conjunction with:
Community use of state school facilities policy 
Community use of state school facilities procedure
Community use hire agreement
Community user guideline for Hiring school facilities
Notes for principals and school staff for completing hire agreements for community use
Community user risk assessment
School security procedure. 
Community users include P&C associations, community groups, organisations or individuals. A student is considered a member of the community where they take part in a community activity that is not directed or managed by a school employee. 
Principals are accountable for the management of assets, physical and environmental security and safety issues and access to the school/department’s ICT services, facilities and devices.
[bookmark: _Toc207712301]Allowable use of ICT services, facilities and devices
Where community use is not supervised by a staff member, use will be limited to light or sound equipment, visualisation devices and associated peripheral equipment to facilitate audio-visual displays. This equipment must not be connected to the department’s network or hold or be able to access personal or sensitive information.
Where use by community members is part of school-led activities, in collaboration with the school, and supervised by nominated staff, schools should ensure that the users are aware of their obligations under the hire agreement, the school’s Code of Conduct and, take reasonable steps to ensure these obligations are met. Community members are not to view or access personal or sensitive information (DoE employees only) held by the department.  
For other management requirements such as blue card, electricity, cleaning, public liability insurance, indemnity, fees and charges etc. refer to the Community user guideline for Hiring school facilities.
[bookmark: _Toc207712302][bookmark: _Hlk207794065]Considerations for community use of ICT services, facilities and devices
The following are questions to assist principals in determining if the use of ICT services, facilities and devices are suitable for their school:
Is use aligned to the principles of the Community use of state school facilities policy?
Is there a cost involved to set-up the ICT services, facilities and devices?
Are staff available for the preparation and administration of required documentation and ongoing management or provide access to the facilities and assist with set-up, if required?
Is there an agreed level of service with technical support employees, that complies with relevant industrial instruments, if technical support is necessary? This may include negotiating on-call arrangements or extended hours of work.
Is there any personal, sensitive and/or confidential information stored on, or accessible from, the devices that the community members will use, and how will unauthorised access be prevented?  
Any suspected or confirmed privacy data breaches resulting from community use of ICT services, facilities or devices should be reported to the Privacy team immediately in accordance with the Privacy data breach and complaints procedure
How would they ensure that community use adheres to the Use of ICT services, facilities and devices procedure and does not contravene any contractual or licensing conditions of the applications or ICT services such as limits on specific users or the number of people and/or devices that can use the license?
For example, the Microsoft 365 (formerly known as Office 365) software included on departmentally-owned computers running Windows is currently only licensed for use by students, employees with a staff account, and employees, contractors and volunteers who have a ‘non-departmental account’ type. Visitors and guests who don’t have an account to log onto the department’s computers, or are using a ‘generic account’, are not licensed to use the software. 
See Appendix B and C for scenarios, considerations, risks, risk mitigations and hire agreement statements. This can be used to complete the Community user risk assessment.
[bookmark: _Toc207712303]Hire agreement
The principal approves community access to ICT services, facilities and devices for the school, ensuring the hire agreement is prepared and signed, and appropriate rules for the use of the school’s ICT services, facilities and devices are established, adhered to and maintained by all parties. 
Restrictions and requirements for the use of ICT services, facilities and devices can be included within Item 17 - Our Equipment you can use of the department’s Hire agreement. Also refer to the Notes for principals and school staff for completing hire agreements for community use and Appendix B and C of this document.
The following general statements can also be used to ensure access to the department/school services are secure:
do not corrupt, damage or alter the settings, restrictions or content of the school’s computers, either deliberately or inadvertently
do not disable or interfere with the operation of antivirus software installed on computers
do not introduce viruses or malicious code into the school’s systems
do not create, knowingly access, download, distribute, store or display any form of offensive, defamatory, discriminatory, malicious or pornographic material
do not to upload personal information or to ensure any personal information is deleted prior to its return 
if available, access the school’s non-departmental or generic wireless network (Wi-Fi) responsibly and in accordance with the conditions of use statement.
[bookmark: _Toc207712304]Establishing the community use service
Steps to be taken by principals and/or delegate:
Follow the Community use of state school facilities procedure.
Ensure that any information (physical and electronic) that identifies individual children is removed from the area in which the community access activity is to be held. 
Consider the physical and information security issues associated with community access to ICT resources and other equipment and ensure appropriate safeguards are put in place to protect these assets (refer to School security procedure and the Cyber security (DoE employees only) OnePortal page).
Ensure that everyone involved in the community access activity is aware of their responsibilities under the Community use of state school facilities procedure and has access to the required training and resources to carry them out. 
If required, ensure community members only use an appropriately configured generic account, as per Identity Types (DoE employees only) (KBA0032577), that does not have access to students and student records or departmental systems that contains personal information, in accordance with the Use of ICT services, facilities and devices procedure. 
In accordance with the Information security procedure that:
	the latest version of antivirus software is installed on all computers and that virus definition files are up to date by regularly connecting the computer to the department’s network
introduction of viruses is limited by scanning where possible, all files and information contained on portable media and storage devices prior to it being used see Cyber Security - USBs and other devices (DoE employees only) (KBA0032875)
	close supervision of participants occurs so that viruses/spyware are not introduced. 
[bookmark: _Contact_information][bookmark: _Toc207712305]Contact information 
IT Customer Managers and IT Support Managers (DoE employees only) will provide advice to principals on the school's ICT capability when the school is considering establishing a community access agreement.
Regional Infrastructure Managers (DoE employees only) advise schools on the appropriate use of school facilities, including community access to ICT, in consultation with IT Customer Managers and IT Support Manager. 
Privacy team, Privacy and Safer Technologies, using the Report a privacy breach (DoE employees only) Services Catalogue Online form.
If in doubt when implementing technical requirements around the management of privately-owned mobile devices and access to the department's ICT services, facilities and devices, advice can be sought from the IT Service Centre on 1800 680 445 or via Services Catalogue Online (DoE employees only).
For further information on ICT policies, procedures or standards contact Governance Risk and Compliance unit at ICTPolicy@qed.qld.gov.au.
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[bookmark: _Appendix_A:_School]Appendix A: School ICT responsible use template
[bookmark: _Toc207712306]School-specific ICT responsible use 
The Use of ICT services, facilities and devices procedure and Use of ICT services, facilities and devices guideline provides direction to school principals around formulating a local school policy on access to the departmental or school ICT services, facilities and devices for parents/carers and/or students to understand and acknowledge. This may take the form of a procedure, policy, statement, guideline, or included in the Student Code of Conduct and may require consultation with the school community. 
Acknowledging through signing seeks to support an understanding of what is lawful, ethical and safe behaviour by students and their parents/carers when using or accessing the department's network and facilities. Where the principal believes the child cannot acknowledge through signing due to factors such as age or disability, evidence that a discussion has taken place to convey the requirements with the child would be sufficient. Principals may seek sign-off either on enrolment of students or at the start of each school year. Students should be reminded of their responsibilities at the beginning of each school year.
The following template is to assist schools to formulate their own documentation. 
[bookmark: _Toc207712307]Purpose statement 
Information and communication technology (ICT), including access to digital devices and resources are essential tools for schools in the provision of innovative educational programs. 
Schools are constantly exploring new and innovative ways to incorporate safe and secure ICT use into the educational program. 
Subject to principal approval, a school student may be permitted limited connection of privately-owned mobile devices to the department's network, where this benefits the student's educational program. 
[bookmark: _Toc207712308]Authorisation and controls
The principal has the authority to restrict student access to the school's ICT services, facilities and devices if access and usage requirements are not met or are breached. However restricted access will not disrupt the provision of the student's educational program. For example, a student with restricted school network access may be allocated a stand-alone computer to continue their educational program activities.
The Department of Education (department) monitors access to and use of its network. For example, email and internet monitoring occurs to identify inappropriate use, protect system security and maintain system performance in compliance with state and departmental policy. 
The department may conduct security audits, scans, and restrict or deny access to the department's network by any privately-owned mobile device if there is any suspicion that the integrity of the network might be at risk. 
[bookmark: _Toc207712309]Responsibilities for using the school's ICT facilities and devices
Students are expected to demonstrate safe, lawful and ethical behaviour when using the school's ICT network as outlined in the Student Code of Conduct, this includes avoiding plagiarism or sharing personal information.
Students and parents/carers are to be aware of occupational health and safety issues when using computers and other learning devices.
Parents/carers are also responsible for ensuring students understand the school's ICT access and usage requirements, including the acceptable and unacceptable behaviour requirements.
Parents/carers are responsible for appropriate use of technology by students outside the school environment when using a school-owned or school-provided mobile device. 
The school will educate students regarding cyber bullying, safe technology practices including suspicious emails and phishing, plagiarism, ethical scholarship and health and safety regarding the physical use of ICT devices. Students have a responsibility to adopt these safe practices.
Use of the school's ICT network is secured with a username and password. The password (DoE employees only) must be difficult enough so that it cannot be guessed by other users and is to be kept private by the student and not disclosed to other individuals (for example a student should not share their username and password with fellow students). 
Students cannot use another student’s or staff member's username or password to access the school network. This includes not browsing or accessing another person's files, local drive, email or accessing unauthorised network drives or systems. Students should not disclose personal information (for example name, parent/carer's name, address, phone numbers), via the internet, email or genAI application, to unknown entities or for reasons other than to fulfil the educational program requirements of the school. 
Students need to understand that copying software, information, graphics or other data files may violate copyright laws without warning and be subject to prosecution from enforcement agencies.
[bookmark: _Toc207712310]Responsibilities for using a privately-owned mobile device on the department’s network
In this context, a mobile device is any portable computing or communications device with information storage capability that can be used from a non-fixed location. This includes but is not limited to mobile and smart phones, smart watches and wearable devices, laptops, notebooks, tablets, personal digital assistants (PDAs), eBook readers, game devices, voice recording devices, cameras, USB drives, flash drives, DVDs/CDs or hard disks. 
Prior to using any privately-owned mobile device, students must seek approval from the school principal to ensure it reflects the department's security requirements at a minimum by enabling the locking of the device, such as a passcode/password, face recognition and/or fingerprint and use encryption facilities where available.
Students must keep their mobile phones switched off and ‘away for the day’ during school hours. Notifications on wearable devices, such as smartwatches, must be switched off so that phone calls, messages and other notifications cannot be sent or received during school hours. Refer to Student use of mobile devices (DoE employees only) OnePortal page. Exemptions may be applied for students who require access to their mobile phone or wearable device during school hours for medical, disability and/or wellbeing reasons.
Students are responsible for the security, integrity, insurance and maintenance of their privately-owned mobile devices and their private network accounts.
Device software (including anti-virus where applicable) and operating systems are kept up to date.
Use only secure and reputable applications downloaded from Apple Store or Google Play.
Students must follow any advice provided on best security requirements, for example password protection (see the Cyber security (DoE employees only) OnePortal page or Australian cyber security centre website for details).
Avoid using public Wi-Fi networks (also known as public Wi-Fi hotspots).
Students and parents/carers are to employ caution with the use of privately-owned mobile devices particularly as these devices can store significant numbers of files, some of which may be unacceptable at school. 
Inappropriate material or unlicensed software must be removed from privately-owned mobile devices before bringing the devices to school and such material is not to be shared with other students.
Unacceptable use or breaches of the school’s Student Code of Conduct may lead to the removal of privileges or disciplinary action. 
[bookmark: _Toc207712311]Acceptable/appropriate use/behaviour by a student
It is acceptable for students while at school to: 
use mobile devices (excluding privately-owned mobile devices) for: 
	assigned class work and assignments set by teachers
	developing appropriate literacy, communication and information skills
	authoring text, artwork, audio and visual material for publication on the intranet or internet for educational purposes as supervised and approved by the school
	conducting general research for school activities and projects
	communicating or collaborating with other students, teachers, their parents/carers or experts in relation to schoolwork
	accessing online references such as dictionaries, encyclopedias, and so forth 
	researching and learning through the department's online learning environment
behave in accordance with the Student Code of Conduct when using a mobile device
use their privately-owned mobile device for personal use outside of school hours, as defined by the school, in accordance with Student Code of Conduct
seek principal’s approval where they wish to use a mobile device under special circumstances.
[bookmark: _Toc207712312]Unacceptable/inappropriate use/behaviour by a student
It is unacceptable for students while at school to: 
use a mobile device in an unlawful manner
download, distribute or publish offensive messages or pictures
use obscene, inflammatory, racist, discriminatory or derogatory language 
use language and/or threats of violence that may amount to bullying and/or harassment, or stalking 
insult, harass or attack others, or use obscene or abusive language
deliberately waste printing and internet resources
damage computers, printers or network equipment
commit plagiarism or violate copyright laws
ignore teacher directions regarding the use of online email, internet chat, genAI applications or social media
send chain letters or spam email (junk mail)
share their own or others’ personal information and/or images without their consent
knowingly download viruses or any other programs capable of breaching the department's network security
use cameras (in phone, tablets or laptops) inappropriately, such as in changing rooms or toilets
invade a person's privacy by recording personal conversations or daily activities and/or the further distribution (for example forwarding, texting, uploading to an application or other site, Bluetooth use and so forth) of such material without the person’s consent
use of any device (mobile phones, tablets, laptops or devices with Bluetooth functionality) to cheat or plagiarise during exams or assessments
use any devices during exams or assessment unless expressly permitted by school employees. 
[bookmark: _Toc207712313]Sign-off
The sign-off process for school students and their parents/carers should occur on enrolment and annually. The following is a suggested format, with the signature block to be placed at the end of the agreement. Consider whether the child cannot sign due to factors such as age or disability and evidence an alternative method of obtaining their acknowledgement as outlined above.
Please note: Children under the age of 10 years old inclusively are exempt from signing the student section below. 
[bookmark: _Toc207712314]Student: 
I understand that the school's information and communication technology (ICT) services, facilities and devices provide me with access to a range of learning tools, including access to the internet. I understand that the internet can connect me to information around the world.
While I have access to the school's ICT services, facilities and devices, I will:
use it only for educational purposes
not create content or look for anything that is illegal, dangerous or offensive
not reveal my password or allow anyone else to use my school account. 
In relation to internet usage, should any offensive information appear on my screen I will close the window and immediately inform an adult in the school quietly, or tell my parents/carers if I am at home.
If I receive any inappropriate content at school, I will tell my teacher. If I receive any at home, I will tell my parents/carers.
When using email or the internet I will not: 
reveal my own or anyone else’s names, home addresses or phone numbers 
use the school's ICT services, facilities or devices (including the internet) to commit an offence or breach the Student Code of Conduct. 
I understand that my online behaviour may impact other students, teachers, school and community members whether I am using the school's ICT services, facilities and devices inside or outside of school hours.
I understand that if the school decides I have broken the rules for using its ICT services, facilities and devices, action will be taken based on the school's Student Code of Conduct, which may include loss of access to the network (including the internet) for a period of time.
I have read and understood this procedure/policy/statement/guideline and the Student Code of Conduct.
I agree to the above rules/the procedure/policy/statement/guideline.

__________________________________ (Student's name)

__________________________ (Student's signature) _____________ (Date)

[bookmark: _Toc207712315]Parent or Carer:
I understand that the school provides my child with access to the school's information and communication technology (ICT) services, facilities and devices (including the internet) for valuable learning experiences. Regarding internet access, I understand that this will give my child access to information from around the world; that the school cannot control what is available online; and that information can be illegal, dangerous or offensive.
I accept that, while teachers will exercise their duty of care, protection against exposure to harmful information must depend upon responsible use by my child. I will ensure that my child understands and adheres to the school's Student Code of Conduct and will not engage in inappropriate use of the school's ICT services, facilities and devices. I will advise the school as soon as practicable if any inappropriate conduct is observed or material is received by my child that may have been shared from the school or from other students.
I understand that the school is not responsible for safeguarding information stored by my child on a departmentally-owned student computer or mobile device.
I understand that the school may remotely access the departmentally-owned student computer or mobile device for management purposes.
I understand that the school does not accept liability for any loss or damage suffered to private mobile devices as a result of using the department's services, facilities and devices. I understand that no liability will be accepted by the school in the event of loss, theft or damage to any mobile device unless it can be established that the loss, theft or damage is a result of the school or departmental negligence.
I acknowledge that _____________________ (full name of student) understands this responsibility, and I hereby give my permission for _____________ (first name of student) to access and use the school's ICT services, facilities and devices (including the internet) under the school rules. I understand that when inappropriate online behaviours negatively affect the good order and management of the school, the school may commence disciplinary actions in line with this user agreement or the Student Code of Conduct. This may include loss of access and usage of the school's ICT services, facilities and devices for some time.
I have read and understood this procedure/policy/statement/guideline and the Student Code of Conduct.
I agree to abide by the above rules/the procedure/policy/statement/guideline.

__________________________________ (Parent/Carer's name)

__________________________ (Parent/Carer's signature) ____________ (Date) 

[bookmark: _Hlk152758544]The Department of Education is collecting your personal information in accordance with the Information Privacy Act 2009 (Qld) and Education (General Provisions) Act 2006 (Qld). The purpose of this collection is:
appropriate usage of the school network
appropriate usage of privately-owned mobile devices within the school network.
[bookmark: _Hlk152758393]If you do not provide your personal information, the school will be unable to or restrict access to the school network and privately-owned mobile devices. Your personal information will be managed in accordance with the Information Privacy Act 2009 (Qld) and will not be used or disclosed for another purpose without your consent or unless authorised or required by law. Your information will be stored securely. If you wish to access or correct any of the personal information on this form or discuss how it has been dealt with, please contact your child's school. If you have a concern or complaint about the way your personal information has been collected, used, stored or disclosed, please also contact your child's school. Further information on information privacy access and complaints process can be located at https://qed.qld.gov.au/privacy.


Queensland Government

Queensland Government

[image: ]Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-ict-services-facilities-and-devices-procedure to ensure you have the most current version of this document.
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[bookmark: _Appendix_B:_Use][bookmark: _Toc207712316]Appendix B: Use case scenarios’ considerations and risk assessment for community use
The following are some examples provided to assist schools in evaluating risks associated with allowing community use of school/department ICT services, facilities and devices and completing the Community user risk assessment and hire agreement. 
Schools must evaluate what is required for their individual needs and determine the appropriate risk mitigations and corresponding hire agreements clauses. 
	Scenario examples
	Consideration examples
	Risks in proposed activity examples
	Risk mitigation examples
	Hire agreement clause examples

	Local individual wants to use the school’s computer facilities room to teach Microsoft 365 (previously Office 365) to adults.
	What time and effort is needed for employees to create, manage and de-activate non-departmental or generic accounts – and be onsite for the duration of the activity to monitor for appropriate / inappropriate use?
Is Microsoft 365 school licence available for use by non-state school students and educators?
Is there a cost of Microsoft 365 licensing?
How much supervision required?
	There is an information security risk due to wrong access being provided.
There is a cyber security risk that a participant uses the non-departmental or generic account to hack the system.
There is a financial risk of or breaching software license restrictions. 
	Consult with IT support to confirm that the Microsoft 365 licensing terms allow community use and any restrictions that must be followed.
Establish non-departmental or generic accounts and test to ensure only Microsoft 365 and internet is accessible.
Make staff available for technical issues at beginning of sessions.
	For the agreed purpose(s) only, the hirer is granted use of the following: [list of software/equipment].
Use of Microsoft 365 is subject to the following licensing conditions: [list of terms and conditions].
Do not attempt to use or access school ICT systems, software or devices not included by this agreement. 
Any technical issues must be reported to [name and phone number].

	The local Probus club wants to run a one-day presentation in the main hall. The presentation will include online video clips.
	Can the presenter access the screen and sound system by using their own laptop? 
Will a school non-departmental or generic account be required for internet access?
Is there a staff member available to open the hall and check the technology works and close the hall?
Who will monitor for appropriate access to internet resources?
Is there somebody onsite for the duration of the activity?
Is there wireless network access available in the hall for this? 
Can the user’s device log onto the internet via the wireless network?
Can the selected online video clips be accessed through the department’s filtered service?
	There is a financial risk of school equipment being damaged by misuse.
There is an information security risk of wrong guest access being provided.
There is an integrity risk from interrupting learning activities if the presentation is during school hours.
There is a reputational risk that inappropriate material may be displayed as part of the presentation.
	Provide access only to the equipment necessary for the presentation and the internet resources identified.
Make staff available for technical issues and to show how to use equipment. 
Only allow the presentation to occur outside learning hours such as evenings or weekends.
Include a clause allowing the school to review the material prior to presentation.
State the internet access conditions.
	For the agreed purpose(s) only, the hirer is granted use of the following: [list of audio visual equipment].
The hirer will follow all directions from school staff regarding the use of school equipment. 
The hirer will, upon request, provide a summary of the material for review and the nominated websites / online video clips three workdays prior to the presentation.

	A private educator wants to run a 3D print modelling course with paying participants. Some participants are current students in the school.
	Does access to the 3D printers require school network access and/or a non-departmental or generic account?
Would there be any impact to existing student’s work that could be printing overnight?
Is there a limited amount of 3D material e.g. filament being provided?
Is network access required to send the print jobs to the 3D printer?
Should the current students be able to / allowed to access the school network resources out of hours? 
	There is an integrity risk due to students’ ability to complete their tasks if during a school term.
There is a financial risk that more 3D material is used than expected.
There is a risk of injury if the private educator is unfamiliar with the school's 3D printers.
There is a financial risk of printers being damaged through misuse.
	Allow courses to run in holiday breaks only.
Provide in the hire agreement a cost for a limited amount of 3D material. 
Provide in the hire agreement the specifications of the printer and the type of 3D material that can only be used.
Include in hire agreement a cost for an initial training to the private educator and written rules of use.
Rely on the indemnity clause in the hire agreement if loss or damage of school equipment. 
	Use will be allowed to [manufacturer name and model] printers only.
Costs include use of [manufacturer name and model] printers.
Any printing issues must be reported to [name and phone] immediately.
Costs include access to the room 30 minutes before the agreed session times and 30 minutes. after. A limit of two access periods of no longer than 1 hour to check the printing and remove completed works.

	An external group wants to use the main hall to host an esports competition for students.
	Is access to the school Wi-Fi and/or internet connection required?
Is there sufficient network connectivity in the school hall to support this use?
How will non-departmental or generic network access be provided or managed?
Will this impact student learning programs or other school activities?
Will school staff be needed to supervise and/or assist?
	There is an information security risk of incorrectly configured network access. 
There is an integrity risk of high network usage disrupting normal school activities.
There is student safety risk for students being exposed to age-inappropriate content.
There are financial and legal risk of violating the conditions of use for the esports products.
	Test to ensure access is configured correctly.
Make staff available to supervise and provide technical assistance.
Require events to occur before or after school learning hours or on a weekend.
Require the organiser to arrange required software licensing and indemnify the school against any breaches.
Get the organiser to provide a list of games and include their Australian Classification rating. 
Follow the guidance of Esports in Queensland state schools.
	The organiser accepts sole responsibility for arranging required licenses and approvals, and indemnifies the school against any liability for breaches thereof. 
For the agreed purpose(s) only, the hirer is granted use of the following: [list of software/equipment/facilities].
The organiser must only allow media / games / applications / programs with an Australian classification rating of PG or below to be played, viewed or displayed.
Do not attempt to use or access school ICT systems, software or devices not included by this agreement.
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The following are some examples provided to assist schools in evaluating risks associated with offering community use of the schools/department’s ICT services, facilities and devices and the access controls that should be considered. It is designed to assist with completing the Community user risk assessment and hire agreement. 
Schools must evaluate what is required for their individual needs and determine the appropriate risk mitigations and corresponding hire agreements clauses.
	Scenario examples
	Considerations examples
	Risk examples
	Mitigations examples
	Access control examples

	The school proactively allows community usage within the school grounds and would like to provide general free Wi-Fi to those who visit.
	How is this best set-up?
Who pays for the service?
How will you ensure the service is used appropriately?
How many hours will the services be made available?
Who will manage the service?
Is this an efficient use of public resources?
	There is a risk of student safety if the service is provided separately to the department’s network and students can access during school hours.
There is a cyber security risk that a participant uses the non-departmental or generic account to hack the system.
There is an integrity risk as there is no filtering on the services to stop the viewing of inappropriate material.
There is an integrity risk as access is just provided by a password.
There is a security risk as support of any issues must be managed by the school or service provider.
	Allow the service to work out of school hours.
Create a school owned and managed Wi-Fi network (that is segregated from the school’s network infrastructure).
Ensure access is granted with a provision of a name and email, and acceptance of terms of service.
Use the privacy collection notice generator to advise users on what information is being collected and stored.
	Establish internet use guideline and terms of service.
Verification number to the provided email address will provide identification.
Place a time limit once access is provided.
Set content filter.


	The school wants to host an esports competition involving students from other schools using school owned devices and internet access.
	Is there sufficient network connectivity in the school hall to support this use?
How will non-departmental or generic network access be provided or managed?
Will this impact student learning programs or other school activities?
Will school staff be needed to supervise and/or assist?
Can the games be accessed from a student account on the school network?
	There is an information security risk of incorrectly configured network access. 
There is an integrity risk of high network usage disrupting normal school activities.
There is a student safety risk for students being exposed to age-inappropriate content.
There is a financial and legal risk of violating the conditions of use for the esports products.
	Follow the guidance of the Esports in Queensland state schools page.
Schedule events before or after school hours or on weekends.
Make staff available to supervise and provide technical assistance.
Use the privacy collection notice generator to advise users on what information is being collected and stored.
Get parent/carer consent beforehand if any games are rated PG or above.
Create a school owned and managed Wi-Fi network (that is segregated from the school’s network infrastructure).
	Update managed internet service (MIS) content filters to allow access to the required games and services.
Use shared generic accounts to provide internet access.
Use a restricted configuration on esports computers (such as kiosk configuration).

	The school wants to offer digital literacy classes to adult community members using their library computers.
	Will technical staff need to provide support?
How will community members access the library?
Is there any student information that needs to be removed from the library?
Will additional software be needed and how will the licensing be managed?
	There is an information security risk of incorrectly configured access.
There is an information security risk of staff or student information being visible in the library.
There is a student safety risk of allowing community members to access the school grounds.
There is a risk of breaching terms and conditions of the software used.
There is a risk of school devices being damaged or lost.
	Schedule the classes to occur outside school hours or on weekends when students are not present.
Ensure technical staff are available to assist if needed.
Develop a process to check for any personal and/or student information and remove it from the library before each class.
Check that terms of all software to be used and only use software that permits this use case.
Require attendees to provide their names and contact details and create a register to track who is using each device for each class. 
Use desktops instead of laptops or use devices that can be remotely tracked and locked such as iPads.
	Establish internet use guideline and terms of service.
Use generic accounts to provide internet and device access.
Set device restrictions that only allow access to required applications. 
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