Queensland Government

Policy and Procedure Register updates
Summary of changes to:

Use of mobile devices procedure

1. Reason for new/updated policy or procedure (select all that apply)

1 Change of policy/procedure requirements 1 Audit/review recommendation

Change to legislation/delegations Due for review 1 Other
The Use of mobile devices procedure has undergone a full review and has been updated to incorporate
recommendations from key stakeholders and subject matter experts (SMEs). These updates include

changes introduced by Education and Care Services National Law Act 2010 (Vic), restricting the use of
privately-owned and departmentally owned mobile devices within a State Delivered Kindergarten (SDK).

The Departmental mobile devices and services - Conditions of use and Advice for state schools on
acceptable use of ICT services, facilities and devices which support this procedure have also been
reviewed and updated as part of this process.

2. Summary of changes

The updated procedure preserves the existing process steps in the same order as the current version but
rewords them to clearly state who is responsible for each stage.

Actions and considerations previously listed under the responsibilities section have been integrated into
the relevant process steps to provide context and create a clear, end-to-end structure. Additionally, the
updated procedure includes detailed information about the department’s security and information privacy
requirements.

SDK employees who use a SDK supplied or departmental mobile device cannot use the device for limited
personal use but can share the device among other SDK employees.

Further updates to the procedure include:

¢ condensing the responsibilities into a single list covering both departmental and privately-owned
devices

e updating the flowcharts to meet current Web content accessibility guidelines

¢ replacing the terms ‘personal’ and ‘personally-owned’ devices/mobile devices with ‘privately-
owned’ mobile devices/devices to clearly differentiate these from department-owned devices that
are assigned to employees

e adding information about managing student’s privately-owned mobile devices within schools,
including details about the department’s BYOx link program and a direct link to the Student use of
mobile devices procedure

¢ requiring all employees to ensure that portable storage devices are encrypted with a strong
password.

The updated procedure is supported by the Departmental mobile devices and services - Conditions of use
and Advice for state schools on acceptable use of ICT services, facilities and devices.
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Queensland Government

Departmental mobile devices and services - Conditions of use:
e Minor rewording to align with new terminology in the procedure.
o Clarification of responsibilities, including specific restrictions for SDKs.

¢ Introduction of a new ‘information privacy’ section detailing the requirements for safeguarding
departmental information on mobile devices and the process for reporting the loss or
unauthorised disclosure of personal information.

Advice for state schools on acceptable use of departmental ICT service, facilities and devices:

e A complete rewrite to include detailed scenarios that help schools to evaluate the risks
associated with allowing community use of school/department’s ICT services, facilities and
devices

e New risk examples included to assist schools when completing the school facilities’ hire
agreement’s Community user risk assessment.

¢ Inclusion of new information such as the use of generative Al and esports in state schools.

o Relocation of the School ICT responsible use template to the appendices for easier reference.

3. Impacts to roles and responsibilities
Does the new/updated content change staff roles/responsibilities in any way? Yes J No

If yes, select the type of change: (select all that apply)

Revised 1 New/additional responsibilities 1 Removed responsibilities
responsibilities
Position title Summary of change Page#
Employees Reworded steps regarding purchasing, management and 2

monitoring of departmental mobile devices to avoid overlap with

managers, principals, directors or above.

Managers, principals, Must ensure that privately-owned mobile devices in SDKs follow 2

directors or above the new Safe use of digital technologies and online environments

policy (DoE employees only).

Must safeguard information by ensuring portable storage devices
such as USB drives are encrypted and protected with strong

passwords

Principals No changes. Some points reworded to clarify existing 2

responsibilities.
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Queensland Government

4. Communication and support for implementation

Changes to the procedure have been communicated with relevant internal stakeholders and consultation
conducted across the department, including input from subject matter experts and relevant directors
within the Digital Innovation Division (DID).

Department-wide communication via OnePortal and ConnectEd will be developed in consultation with the
DID communication team.

For further assistance, please contact:
e Policy/procedure contact:
Governance, Risk and Compliance unit, Digital Innovation Division

ictpolicy@aged.qgld.gov.au

Procedure effective: 13/07/2026, version 3.0
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Department of Education

e |

Procedure

Use of mobile devices procedure

Version: 3.0 | Version effective: 13/07/2026

Audience

Department-wide

Purpose

This procedure sets the requirements for the Department of Education’s (department’s) use of mobile devices and
privately-owned mobile devices.

Overview

The procedure, along with the Use of ICT systems procedure, supports the Information and communication
technology (ICT) policy (DoE employees only) to maintain the security and integrity of the department’s information,
records and systems while providing employees with access to the department’s information on mobile devices.
Mobile devices include, but are not limited to, mobile and smart phones, smart watches and wearable devices,
laptops, storage drives etc.

Under the Education and Care Services National Law Act 2010 (Vic), State Delivered Kindergarten (SDK)
employees and volunteers (including students on placement) must not have a privately-owned device in their
possession or under their control when working directly with kindergarten children, except for authorised purposes
(refer to the SDK Safe use of digital technologies and online environments policy (DoE employees only)). SDK
employees or volunteers authorised to use a privately-owned device and/or to be in the possession or control of a
privately-owned device, must not use the privately-owned device to capture, store or transmit an image of a child,
whilst the child is being educated or cared for by the SDK.

Employees, managers, principals, directors or above must understand their responsibilities when using or
approving the use of departmentally-owned or privately-owned mobile devices. This procedure also includes
principals’ management of their students’ use of privately-owned mobile devices within schools.

Departmentally-funded mobile devices, voice, email and data access are provided to employees for officially
approved departmental business with limited personal use (DoE employees only) (excluding SDKs).

Under certain conditions the department allows employees to access its ICT applications, systems and networks by
using their privately-owned devices. Where ICT services, facilities and devices are provided or made available for
use by the department, employees must use them appropriately. Information about the internal connection services

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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that are available within the regional and central offices can be found in Work from Home / Remote Access options
for Corporate staff (DoE employees only) (KBA0016001) on Services Catalogue Online (SCO).

The department does not accept liability for any privately-owned mobile devices that are lost or damaged as a
result of using the department's ICT facilities, systems, network or services, nor is the department responsible for
any repairs or maintenance. The department does not provide any technical or software support to an employee's
privately-owned device, except when the employee is accessing departmental applications.

Responsibilities

Employees

o comply with the Departmental mobile devices and services - Conditions of use

e use privately-owned mobile devices in compliance with the department’s information security requirements
while accessing departmental information, applications or services

e use current licensed software and operating systems on privately-owned mobile devices, and apply
updates as required

e safeguard the department’s information on privately-owned mobile devices by using the department’s
applications when possible and regularly moving any departmental information back to the department’s
network, file storage, repository or authorised recordkeeping system.

Managers, principals, directors or above

e assess whether an employee is eligible for a departmental mobile device or service and follow appropriate
school or business unit purchase approval processes

e ensure that new mobile devices are registered in the appropriate ICT asset register and, where required,
maintain a local use register

e ensure departmental mobile phones and tablets are enrolled in Intune or another Mobile device
management (MDM) platform

e provide employees who obtain a departmental mobile device and/or service with the Departmental mobile
devices and services - Conditions of use and assist with understanding the requirements

e monitor the use of the department’s mobile devices and services and, if necessary, take action on
inappropriate use.

Principals

e develop appropriate programs, policies or procedures for managing student’s use of privately-owned
mobile devices within the school

e approve student’s access to the school or department’s network and monitor their use to ensure security
requirements are met.

Process

A process for management is provided for the following mobile device types:

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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¢ departmental mobile devices and services
e privately-owned mobile devices of employees (excluding SDK)

e privately-owned mobile devices of students within schools.

Managing departmental mobile devices and services

The following flowchart outlines the steps required to manage departmental mobile devices and services:

Register device

Purchase device within an asset

Mobile device through approved . Will the Create and
- register as per ICT mobile device be Lo
assessed and — supplier and requ.est —> osset management used by a numperof, > ¢35 maintain a local
approved SIM through Services procedure and install employees? use register
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security software
A |
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I to user/s
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| ( and services —
| NIO Conditions of use
| Followthe 6
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Image 1 Management of departmental mobile devices and services flowchart

1. The manager, principal, director or above will determine if a mobile device or service can be provided to an
employee based on the requirements of their role, considering:

e if the device will be used in SDKs then the Safe use of digital technologies and online environments policy

(DoE employees only) must be followed

¢ technologies and devices that may assist employees working with students of all abilities, such as a
dedicated laptop for a teacher aide acting as a scribe

¢ if an employee can use their privately-owned mobile device (excluding SDKs) in place of a departmental
device and service, or use their privately-owned mobile device with a departmentally provided SIM

e ensure all relevant approvals (including financial) are sought.
2. Once approved:

o eligible school employees can request a Computers for Teachers (CFT) mobile device, CFT mobile
broadband SIM card (or eSIM) and, if required, a mobile hotspot through Services Catalogue

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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Online (CFT mobile broadband SIM form). For further information refer to the Computers for Teachers
(CFT) Mobile Broadband SIM FAQ (DoE employees only) (KBA0018994)

o all other employees can purchase a departmental mobile device from an approved supplier (DoE
employees only). The department’s EduPurchasing (DoE employees only) provides an easy way to
compare models and prices for mobile devices (excluding Android or ChomeOS devices)

e if required, SIMs can be requested separately through the Mobile service order (DoE employees only)
SCO form.

3. Once the mobile device is received, the manager, principal, director or above will:

e ensure its model, serial number and, where applicable, the International Mobile Equipment Identity (IMEI),
are registered as an ICT asset within the SAP (Systems, Applications and Products) asset register
(regional and central offices) or the OneSchool Asset Register (schools) as per the ICT asset management
procedure

e ensure the mobile device is carefully marked with its asset number by labelling or other appropriate
method subject to any limitations within the manufacturer’s warranty. Do not write over or cover any serial
numbers or logos

¢ enrol departmentally-owned school, regional and central office mobile devices (such as smartphones and
tablets) excluding managed operating environment (MOE) laptops, into Intune or another school-owned
MDM platform so all mobile devices are administered in accordance with departmental policies. For more
information on enrolling mobile devices in Intune:

o schools can refer to Intune MDM (DoE employees only) (KBA0025739)

o regional and central offices can refer to Intune for Corporate: Overview (DoE employees only)
(KBA0034755)

e ensure portable storage devices such as USB drives are encrypted and protected with strong password
using BitLocker To Go (DoE employees only) (KBA0019296).

4. If the mobile device is being shared by employees, the manager, principal, director or above must create and
maintain a register to track who has the mobile device. SDK employees can only share departmentally-owned
mobile devices with other SDK employees.

5. The manager, principal, director or above must provide employees with a copy of the Departmental mobile
devices and services - Conditions of use when they receive the device and advise them that their use will be
monitored in accordance with the conditions of use, which addresses:

e integrity and impartiality

e accountability and transparency including the monitoring of use, use when travelling overseas and use
during leave

e health and safety
e security including lost or stolen mobile devices
e contractual requirements including changes to a service.

6. The manager, principal, director or above will monitor employee use according to the Departmental mobile
devices and services - Conditions of use and the department’s Code of Conduct and Standard of Practice:

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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¢ Assess employees’ use by reviewing the department’s mobile devices monthly billing statement and
internet use report available through InfoView as per the Telephone and Billing Information - InfoView FAQ
(DoE employees only) (KBA0020835).

o Ifissues are identified they can be reported via the Log a job to Telecoms (DoE employees only) SCO
form.

e Take action where necessary, which could include requesting a reduction of usage or suspension of
service.

¢ Immediately report theft/privacy data breaches in accordance with the Privacy data breach and complaints
procedure.

7. When an employee is leaving the department, the manager, principal, director or above must review the
requirements for their mobile device and ensure the SIM card and/or mobile device are returned and:

o if the device is to be retired, written off and replaced follow the ICT asset management procedure (Stage
5: Enhance or retire)

o if the SIM card is to be cancelled submit a Log a job to Telecoms (DoE employees only) SCO form

o start this process at step 2 for replacement mobile devices.

Employee’s use of their privately-owned mobile devices (excluding SDK) within the department

Employees can use their privately-owned mobiles devices within the department for work purposes except
employees within an SDK who must follow Safe use of digital technologies and online environments policy (DoE
employees only).

The following flowchart provides an overview of the steps required:

Check privately- Regularly backup Remove
- Check all software . . .
Keep up-to-date owned mobile i Actively safeguard departmental information departmental
. . and other matenal s . N
with mandatory device meets - ) department to the department’s information from
L . meet licensing - . . .
training security ) information network or authorised privately-owned
i requirements : ; .
requirements recordkeeping system | mobile device
1 2 A 3 4 5 6

Image 2 Employees’ privately-owned mobile devices diagram
Employees need to continually manage their privately-owned mobile device when accessing departmental
information, applications or services as follows:
1. Keep up to date with mandatory training.
2. Check that the privately-owned mobile device meets the department's security requirements by:

e where available, enabling a lock on the device, such as a passcode/password, face recognition and/or
fingerprint, and use encryption facilities including USB drives

¢ installing and managing anti-virus software where possible and keeping it up to date

o installing the latest security updates and running the latest supported operating system ensuring they are
no more than three versions behind the latest available version for Apple iOS, or five versions behind the
latest available version for Android.

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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3. Check that all software, and other material on their privately-owned mobile device have been acquired lawfully
and complies with licensing, copyright and any other intellectual property requirements. Follow relevant
departmental procedures, school policies (if applicable) and rules on their use, and any system warnings
provided by the software.

4. Actively safeguard information by:
o checking that no one else can view the screen when using the privately-owned mobile device

¢ managing the department’s information according to its information security classification (DoE employees
only)

e only accessing restricted ICT services or facilities with authorisation. Accessing, altering or communicating
restricted information directly or indirectly in anyway without authorisation, is unlawful under the Criminal
Code Act 1899 (Qld)

e only accessing PROTECTED information through departmentally approved and secured applications or
services as they meet relevant security controls and prevent local insecure storage

e taking photos in a lawful, responsible and ethical manner in compliance with the department’s Standard of
Practice including not taking photos of students

e keeping any departmental or school information temporarily stored on privately-owned devices to a
minimum and only if necessary for related work

e not using personal accounts in systems (such as Gmail, Outlook or similar) and other applications (such as
Facebook Messenger, Snapchat, TikTok and WhatsApp) for departmental or school related business:

o any personal information (including photos) obtained as an employee must not be use or disclosed
within personal accounts

o personal email accounts may only be used for multifactor authentication, where required, or in
emergency situations when the department systems are down

e not forwarding or uploading personal information that has been collected unlawfully to a departmental
system (for example, recordings made on a personal phone/dashcam that have not provided the subjects
of those conversations with a collection notice)

o forwarding any departmental or school email that is sent to a personal email account or system to an
appropriate departmental email account within 20 calendar days of receiving it. Any response to the email
must come from a departmental email account.

5. Regularly backup departmental information temporarily stored on privately-owned mobile devices to the
department’s network, file storage, repository or authorised recordkeeping system.

6. Remove departmental information from their privately-owned mobile devices after use and transfer it to an
approved authorised recordkeeping system as per the Information asset and recordkeeping procedure. All
departmental information must be removed before leaving the department, exchanging or disposing of the
mobile device, or, when possible, before undertaking repair.

Employees must be aware that the department:

o willimmediately cease support/advice for any device running an operating system that is no longer
supported by the vendor, such as Windows 10

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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e may conduct security audits, assessments and scans of any privately-owned mobile device connected or
proposing to connect to the department’s network if at any time the security of the network is at risk such
as due to a cyber threat or incident

e managers, principals, directors or above may restrict or deny access to the department’s network by any
privately-owned mobile devices used on departmental premises (such as schools, regional or central
offices).

Principals’ management of students’ privately-owned mobile devices within schools

The following flowchart outlines the process that principals will follow to manage student’s use of privately-owned

mobile devices:
Evaluate students’ Develop/update Ensure student’s
use of privately- applicable school mobile device meets
owned mobile programs, policies security
devices and procedures requirements

Image 3 Management of students' privately-owned mobile devices within schools diagram

Principals will undertake the following steps:

1. Evaluate the benefits and risks of allowing students’ privately-owned mobile devices to access the school or
department’s services or network, and determine under what circumstance, if any, they can or cannot use their
privately-owned mobile device in school.

2. Develop and maintain appropriate programs, policies or procedures related to the use of students’ privately-
owned mobile devices (if applicable) within their school in line with:

e Student use of mobile devices procedure that states mobile phones are to be away for the day during
school hours and notifications on wearable devices switched off so that phone calls, messages and other
notifications cannot be sent or received during school hours, unless an exemption has been permitted
under the school’s local policy such as for medical, disability and/or wellbeing reasons.

e Advice for state schools on acceptable use of ICT services, facilities and devices that outlines the controls
that need to be considered when allowing students to access the department’s network and a template to
assist schools in creating an ICT responsible use policy, procedure or guideline.

3. If a student’s privately-owned mobile device connection is to be allowed, ensure their privately-owned mobile
device meets security requirements, at a minimum by enabling a lock on the mobile device such as a passcode
or password, face recognition and/or fingerprint and, where possible, that the student’s parent, guardian or
carer has installed and manages an anti-virus software. Use of the Department’s BYOx link program (DoE
employees only) (KBA0031804) is encouraged as it can ensure a base level of security such as the device
being secured with a PIN or Password and help facilitate automatic connection to the department’s network.

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.

Queensland
Page 7 of 8 Government



Department of Education

Definitions
Term Definition
Authorised An ICT business system designed to capture, manage and provide access to records

recordkeeping system | through time, that is intended to preserve the context, authenticity and integrity of the
records. Authorisation is provided by a principal, an executive director or above,
ensuring compliance with recordkeeping requirements such as the Public Records
Act 2023 (Qld) and Queensland Government’'s Records governance policy. Examples
of approved recordkeeping systems include Content Manager for regional and central
offices, the OneSchool (DoE employees only) suite of applications for schools or
suitable secure file location on school servers.

ICT business systems that do not qualify as an authorised recordkeeping system
include email systems (such as Outlook), OneDrive or Teams.

Further information can be found in Records management (DoE employees only)
OnePortal page and Information asset and recordkeeping procedure.

Employee Any permanent, temporary, seconded, casual or contracted staff member,
contractors and consultants or other person who provides services on a paid basis to
the department that are required to comply with the department's policies and
procedures. Within schools this includes principals, deputy principals, heads of
department, heads of curriculums, guidance officers, teachers and other school staff.
Volunteers, depending on the engagement, may not be considered employees but
should have regard for this procedure.

ICT asset ICT hardware, software, systems and services including voice, video and unified
communication such as telephony and collaboration systems that are used in the
department to process, store or transmit information such as computers, telephone
systems, closed circuit television (CCTV) and video surveillance systems, servers,
switches, wireless network equipment, cabinets, scanners, multifunctional printers,
mobile phones, portable devices, digital cameras, electronic whiteboards, projectors
etc.

ICT devices Electronic or digital devices/equipment designed for a particular communication
and/or function, including but not limited to computers, mobile devices, television
sets, interactive panels and boards, gaming/esports (DoE employees only) consoles
and equipment, augmented or virtual reality equipment, AV/media streaming and
storage devices, and digital or analogue records such as DVD and video,
photocopiers/printers and other imaging equipment.

ICT facilities An electronic capability designed for a particular communication and/or function,
which includes but is not limited to electronic networks, online environment, internet,
extranet, email, instant messaging, artificial intelligence (Al) including generative Al,
webmail, fee-based web services and social media.

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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ICT services Telecommunications services that carry voice and/or data and includes applications,
hosting, storage, and cloud-based services etc.

Information Information is any data that is processed, analysed, interpreted, classified or
communicated in order to serve a useful purpose, present fact or represent
knowledge in any medium or form. This includes presentation in digital, print, audio,
video, image, graphical, cartographic, physical sample, textual or numerical form.
Information may also form a record or an information asset if it meets certain criteria.

Mobile device A portable digital computing or communications device capable of storing information
that can be used from a non-fixed location to connect to the department’s ICT
services, facilities and devices. Mobile devices include, but are not limited to, mobile
and smart phones, smart watches and wearable devices, laptops, notebooks, tablets,
personal digital assistants (PDA), eBook readers, game devices, voice recording
devices, cameras, USB drives, flash drives, DVDs/CDs or hard disks, and other
electronic storage media or hand-held devices that provide retention and mobility of
data.

Personal information Information or an opinion about an identified individual or an individual who is
reasonably identifiable from the information or opinion:

e whether the information or opinion is true or not, and

o whether the information or opinion is recorded in a material form or not.

Privately-owned A mobile device owned wholly by the individual or employee and not by the

mobile device department, or whereby the mobile device is being paid for by the individual under an
arrangement with the department where at the end of the arrangement the individual
will privately own the device. Also known as a personal electronic device. It also
includes bring your own device (BYOx) initiative.

Legislation

e Education and Care Services National Law Act 2010 (Vic)

e Criminal Code Act 1899 (Qld)

e Information Privacy Act 2009 (Qld)

e Transport Operations (Road Use Management—Road Rules) Requlation 2009 (Qld)

Delegations/Authorisations

e Nil

Policies and procedures in this group

e |CT asset management procedure

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
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e Information and communication technology (ICT) policy (DoE employees only)

¢ Non-departmental ICT service providers procedure

e Use of ICT systems procedure

Supporting information for this procedure

e Departmental mobile devices and services - Conditions of use

Other resources

e Code of Conduct for the Queensland public service and Standard of Practice

e Information asset and recordkeeping procedure

o Information security classification (DoE employees only)

e Privacy breach and complaints procedure

e Public Service Commission’s Private email use policy

¢ Queensland Government’s Use of ICT services, facilities and devices

o Safe use of digital technologies and online environments policy (DoE employees only)

e Services Catalogue Online (DoE employees only)

e Student use of mobile devices procedure

e Use of ICT facilities and devices guideline (DoE employees only)

e Advice for state schools on acceptable use ICT services, facilities and
devices

Contact

For further information, please contact:

ICT Governance team,
Governance Risk and Compliance,
Digital Innovation Division

Email: ictpolicy@qged.qld.gov.au

Review date

13/07/2026

Superseded versions
Previous seven years shown. Minor version updates not included.

2.0 Use of mobile devices

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.
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AR

1.0 Use of mobile devices

Creative Commons licence
Attribution CC BY

Refer to the Creative Commons Australia site for further information

Uncontrolled copy. Refer to the Department of Education Policy and Procedure Register at https://ppr.qed.qld.gov.au/pp/use-of-
mobile-devices-procedure to ensure you have the most current version of this document.

Queensland
Page 11 of 11 Government



Queensland Government

Department of Education mobile devices and
services — Conditions of use

This document supports the Use of mobile devices procedure by providing the conditions of use of
departmentally-funded mobile devices and services allocated to employees. This includes new and
existing users.

Integrity and impartiality

As an employee of the Department of Education (the department) you must demonstrate a high
standard of workplace behaviour and personal conduct when using departmental mobile devices and
services.

Use of mobile devices and services are to conform to the Queensland Government’s Code of Conduct
for the Queensland Public Service and the department's Standard of Practice with respect to:

e appropriate use of email, internet, intranet, short message services (SMS) and multi-media
messaging services (MMS), online meetings

o respecting the dignity, rights and views of others.

State Delivered Kindergartens (SDK) can only use departmentally owned mobile devices in accordance
with Safe use of digital technologies and online environments policy (DoE employees only).

Accountability and transparency

As an employee you are accountable for the mobile device/s and services provided to you for your use
in the course of your duties. This includes monitoring and compliance against these conditions of use.
You must be economical in your use of public resources for proper purposes.

The department’s mobile devices are intended for business use with limited personal use (DoE
employees only) (excluding departmentally owned mobile devices within a SDK). The department
monitors usage of their voice and/or data services. This includes reviewing calls, SMS, MMS, data
download activity, internet access and expenses incurred.

Where abnormal usage is detected, the department reserves the right to limit or temporarily suspend
your service at its discretion. Regular reporting identifies top usage among employees who use
departmental voice, SMS, MMS and data services, and is provided to principals, directors and above
for action, if necessary. If your usage is identified as excessive you may be requested to reduce it. If the
excessive usage continues and is deemed unreasonable your service may be suspended and barred
without notice.

To avoid overuse of data, connect to the internet via the department’s Wi-Fi network when it is available
and switch off your mobile data when you are working at schools or central and regional offices. Note
that devices may automatically revert back to using their mobile data service if the Wi-Fi connection
becomes weak or unstable, which may lead to excessive usage if it happens in the middle of a large
download.

Where there is no voice, SMS or data usage for three or more months a mobile service will be
cancelled and if 28 days has elapsed after this cancellation then the service number cannot be
reinstated.

As an employee you must further ensure:

¢ you are responsible for limiting personal use of the mobile device and service (excluding SDK) as
identified and informed by your manager, principal, director or above, see the Use of ICT services,
facilities and devices guideline (DoE employees only)
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e your personal use of departmental mobile devices and services is limited and can withstand public
scrutiny or disclosure of usage (including SMS, MMS, data use and phone calls)

¢ when planning to travel overseas, initial approval must be sought to take a departmental device
overseas with you. In addition, an application, via the International roaming (DoE employees only)
Services Catalogue Online (SCO) form, must be completed and approved by your principal, director
or above to apply an International Roaming Casual Voice and/or Data pack to a mobile service, and
where necessary seek a Geoblock exemption (DoE employees only) (KBA0037111)

¢ during vacation periods, the mobile devices and services are used under the existing conditions of
use, ensuring there is a legitimate business requirement (including school excursions and off-site
school activities).

Health and safety

¢ In accordance with Transport Operations (Road Use Management - Road Rules) Requlation 2009
(Qld), drivers must not use a mobile phone while a vehicle is moving or is stationary but not parked.
It is recommended that where necessary, employees use the vehicle’s built in hands-free calling
features, if available, or use a hands-free kit. The department is not liable for fines incurred by you if
you operate a mobile device in a motor vehicle in an unlawful manner.

e The department under the Child Safe Organisations Act 2024 (Qld) provides a safe environment,
both physical and online, for children’s safety and wellbeing this requires that you recognise risks
and protect children and students when using the mobile device’s recording or imaging applications.

Security

You are responsible for safeguarding the mobile device and the associated mobile service. Loss or theft
of the mobile device and unauthorised use of the mobile service can lead to misuse and financial loss
for the department:

* When no longer in use, store mobile devices in a secure place, preferably locked away and not
within a vehicle. If there is an existing active mobile service on this device, organise a cancellation of
the service via the Mobile service order (DoE employees only) SCO form (for more information see
Telecoms: Order, change, update and cancel mobile plans and sims (DoE employees only)
(KBA0010751)).

¢ Mobile devices must be enrolled in Intune or another Mobile Device Management Platform (MDM).

o Contact the IT Service Centre on 1800 680 445 if a mobile device is lost or stolen to organise barring
of the service. All stolen mobile devices should be reported to the police.

e Use a passcode/password, face recognition and/or fingerprint on a mobile device, where available.
Connect to the department’s network at least weekly to receive updates to software, especially if the
service in the device has a data plan, the device stores contact information for other employees or is
linked to a departmental email account.

¢ Identify the mobile device with a label or other appropriate method subject to any limitations within
the manufacturer’s warranty.

o When working out of the office, use mobile data when a trusted Wi-Fi network is not available and
avoid connecting to public Wi-Fi networks (such as in shopping centres or airports).

The department's ICT asset management procedure stipulates the processes for acquisition and
recording of equipment.
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Information privacy

You are responsible for the safeguarding of information stored on the mobile device.

¢ Mobile devices (excluding department supplied laptops) must not store departmental information
classified as SENSITIVE or PROTECTED, unless access is through departmentally approved
applications, services or secure networks designed to meet the required security classification.

¢ Only take photos of children, students and individual following the Obtaining and managing student
and individual consent procedure and for SDKs to follow the Safe use of digital technologies and
online environments policy (DoE employees only).

o Protect your screen when viewing departmental information in public.

o Remove your personal information or photos prior to returning the mobile device or upon leaving the
department.

e Ensure any departmental information including photos is saved onto the department’s network, file
storage, repository or authorised recordkeeping system as soon as is practicable.

e Do not share any departmental information with any person who is not authorised to receive that
information.

e Do not access, use, disclose, transfer, transmit or store departmental information outside the
department or for a purpose outside that for which it was collected.

o Immediately report any suspected or actual unauthorised access to, disclosure of or loss of personal
information to your manager, principal, director or above following the Privacy data breach and
complaints procedure.

Contractual requirements

o Direct requests for porting a service to a different carrier (such as Telstra to Optus or Optus to
Telstra) for business units and schools can be requested by using the ‘Change a service/s’ option on
the Mobile service order (DoE employees only) SCO form.

e The department will not take over a privately-owned mobile service or a mobile service from another
employer (except under exceptional conditions) other than a mobile service coming from another
Queensland Government department, where possible.

e When leaving the department to take up a position with another Queensland Government
department permission can be sought to retain the mobile device and/or service number through a
director, principal or above. Be aware that the mobile service number belongs to the department and
it may not be released.

e The department will not release a departmental mobile service to an employee leaving Queensland
Government or to their new employer.

The department is obligated by contractual arrangements to use mobile services at government rates
on a monthly plan. This precludes the use of pre-paid mobiles.

Security and licence

This document has an information security classification of public.
© The State of Queensland (Department of Education) 2026
Unless otherwise noted below, materials included in this paper are licensed under a Creative Commons Attribution 4.0 licence. To view

a copy of this licence, visit https://creativecommons.org/licenses/by/4.0/.
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